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Securing the Electric Grid
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Texas Smart Grid Security Deployment

-
RTDMS and ePDC Deployment Parallel Environment for Security Fabric
Target April 2013 Demonstration (Target Q4 2013)
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Electric Power Group (EPG) is
adding the security fabric to their
synchrophasor products and
deploying them via CCET
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Center for the Commercialization
of Electric Technologies (CCET) is !
a DOE grant recipient working ona |
synchrophasor demonstration project |
in Texas | et
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ERCOT (Electric Reliability Council

of Texas), ONCOR, Sharyland and g
AEP are Transmission Operators fieese Technology Center Reese Technology Center

(TOs) participating in the
demonstration project
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Texas Tech University (TTU) is the
site of the field trial. Turbines,

substation, 2-level control center PMU Deployments (1-N)
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In Moments Hostile Traffic Was Detected




RTDMS and ePDC
April 2013
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The future of the Smart Grid




The next step forward
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PMUs from National Instruments* "
Field programmable, scalable, interoperable d VNA-"ONAL .
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PMUs from National Instruments*
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PMUs from National Instruments*
IEEE C37.118-201 1, C37.90 compliant
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PMUs from National Instruments*
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Intel® Intelligent Systems Framework helps
enable a syncrophasor solution that's...
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Smart Grid Security Needs
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Security Connected Platform
for Hardening Ciritical Infrastructure

* Embedded Security
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Business Process Node Management
Embedded Security Design Pattern
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 Green Field scenarios

* Virtual instance secures network for device
« Physical access protected

« Device-level security provided
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Secured Communication
Physical Separation (Gateway)

Generating Station g;

TRANSMISSION
AND SUBSTATION
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* Brown Field scenarios

+ Gateway secures network for device

» Attack surface reduced to physical access —
» No device-level security provided

* Device nodes untouched
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Security Connected-Enabled
Communication




Partnerships
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Security Connected for Critical Infrastructure:
Comprehensive End-to-End Protection
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